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Developing Regulatory-compliant Electronic Case Report Forms
for Clinical Trials: Experience with The Demand Trial

BOGDAN ENE-IORDACHE, ENGD, SERGIO CARMINATI, IT, LUCA ANTIGA, PHD, NADIA RUBIS, RN,
PIERO RUGGENENTI, MD, GIUSEPPE REMUZZI, MD, ANDREA REMUZZI, ENGD

A b s t r a c t The use of electronic case report forms (CRF) to gather data in randomized clinical trials has
grown to progressively replace paper-based forms. Computerized form designs must ensure the same data quality
expected of paper CRF, by following Good Clinical Practice rules. Electronic data capture (EDC) tools must also
comply with applicable statutory and regulatory requirements. Here the authors focus on the development of
computerized systems for clinical trials implementing FDA and EU recommendations and regulations, and
describe a laptop-based electronic CRF used in a randomized, multicenter clinical trial.
� J Am Med Inform Assoc. 2009;16:404–408. DOI 10.1197/jamia.M2787.
Introduction
This report describes the research group’s approach to the
problem of developing regulatory-compliant computerized
CRF systems for use in randomized trials. In medical re-
search, controlled clinical trials establish the efficacy (or lack
thereof) of medications and clinical interventions; for many
research questions, they provide the most reliable form of
scientific clinical evidence.1 Clinical trial data collection and
management consumes substantial resources in time and
effort, especially when trials rely heavily on paper docu-
ments. Numerous reports indicate that the efficiency can be
improved by replacing paper CRF with electronic ones
(e-CRF).2,3,4 With the expansion of Internet-based applications
in many fields, the demand for e-CRF is growing.5 The purpose
of this report is to review regulatory requirements regarding
e-CRF development and implementation, and to describe an
example system that complies with the requirements.

Case Description
Since EDC has become a valid alternative to paper-based
trials, developers face the challenge of creating tools com-
pliant with FDA and European regulations. The rules of
Good Clinical Practice (GCP), which dictate the principles of
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data integrity in paper-based data collection, must apply
equally to EDC. The development and use of computerized
systems for clinical trials are specifically regulated. In the
United States the Electronic Records, Electronic Signature reg-
ulation, known as 21 CFR Part 11,6 was published in 1997 to
address issues for quality, security and integrity of data that
the FDA will accept as equivalent to paper records. Subse-
quently, the FDA published a Guidance for computerized
systems used in clinical trials in 1999,7 that was reorganized
and republished in 2007.8 In Europe the requirements for
e-CRF are included in the GCP guidelines of the European
Medicines Agency (EMEA), published in 2002.9

Regulatory Requirements. The 21 CFR Part 116 rules state that
computerized systems should meet all regulatory require-
ments with the same quality as paper-based data collections
and must use electronic signatures as the legally binding
equivalent of individual handwritten signatures. The elec-
tronic system designs must satisfy all requirements of the
study protocol (e.g., blinded study, cross-over, etc). Detailed
requirements for e-CRF, as provided by the FDA and EU8,9

Guidances are presented in Table 1. To achieve regulatory
compliance, systems and research projects employ proce-
dural and technical controls. Procedural controls involve
administrative actions, dealing with trial organization and
documentation. Technical controls comprise measures that
ensure the quality, accuracy, and integrity of data stored in
the electronic systems. These can be grouped by the type of
feature covered, into several categories (see Table 1). User
authorization controls are security measures to identity the
person who submits the data, to prevent unauthorized
access to the system. Audit trail controls are measures to
ensure that the system keeps a record about sources from
which data originates, who made changes, when, and what
information was changed. Attributability controls are mea-
sures to ensure that data will be retrievable in such a way
that all information regarding each subject in a study is
attributable to that subject. Data validation controls are
checks performed by the computerized systems to ensure

the validity and quality of clinical information. System
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Table 1 y Regulatory Requirements for Electronic Trial Data Systems
Action (Feature) FDA Guidance8 EMEA Guidance9

Procedural A Study Protocols. Each specific study protocol should
identify each step at which a computerized
system will be used to create, modify, maintain,
archive, retrieve, or transmit source data.

6.4.9 The clinical trial protocol should
contain the identification of any
data to be recorded directly on
the CRFs (i.e., no prior written
or electronic record of data), and
to be considered source data.

Procedural B There should be sops and controls in place when
using computerized systems to create, modify,
maintain, or transmit electronic records, including
when collecting source data at clinical trial sites.

5.5.3.b Maintain sops for electronic
systems.

Procedural C When original observations are entered directly into
a computerized system, the electronic record is
the source document. under 21 CFR 312.62,
511.1(b)7 (ii) and 812.140, the clinical investigator
must retain records required to be maintained
under part 312,§511.1(b), and part 812, for a
period specified in these regulations.

4.9.4 The investigator/institution should
maintain the trial documents as
required by the applicable
regulatory requirement(s). The
investigator/institution should
take measures to prevent
accidental or premature
destruction of these documents.

Technical (Authorization) D1 Access must be limited to authorized operators (21
CFR 11.10)(d) that have an individual account.
The user should always log out at the completion
of data entry session or when leaving the
workstation. Alternatively, an automatic log off
may be appropriate.

5.5.3.d Maintain a security system that
prevents unauthorized access to
the data.

Technical (Audit Trail) D2 Keep track of all changes made to information in
the electronic records that document activities
related to the conduct of the trial (audit trails).
Audit trails or other security methods used to
capture electronic record activities should
describe when, by whom, and the reason changes
were made to the electronic record.

5.5.3.c Ensure that the systems are
designed to permit data changes
in such a way that the data
changes are documented and
that there is no deletion of
entered data (i.e., maintain an
audit trail, data trail, edit trail).

Technical (Audit Trail) D3 Ensure that the system’s date and time are correct.
The ability to change the date or time should be
limited to authorized personnel.

Technical (Authorization) E External safeguards to ensure that access to the
computerized system and to the data are
restricted to authorized personnel. Prevent the
altering, browsing, querying, or reporting of data
via external software applications that do not
enter through the protective system software.

5.5.3.e Maintain a list of the individuals
who are authorized to make
data changes.

Technical (Data
Validation)

F1 Incorporate features into the computerized system
to encourage consistent use of clinical
terminology and to alert the user to data that are
out of acceptable range.

Technical (Attributability) F2 The computerized system should be designed in
such a way that retrieved data regarding each
individual subject in a study is attributable to that
subject.

Procedural F3 Documentation should identify what software and
hardware will be used to create, modify,
maintain, archive, retrieve, or transmit clinical
data.

5.5.3.b Maintain sops for electronic
systems.

Technical (System
Integrity)

F4 Sufficient backup and recovery procedures should
be designed to protect against data loss.

5.5.3.f Maintain adequate backup of the
data.

Technical (System
Integrity)

F5 Integrity of the data and the integrity of the
protocols should be maintained when making
changes to the computerized system, such as
software upgrades, including security and
performance patches, equipment, or component
replacement.

Procedural G Training should be provided to individuals in the
specific operations with regard to computerized
systems that they are to perform.
See8 and9 for details on regulatory recommendations.
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integrity measures are all the procedures to guarantee the
integrity of the system and protect against data loss.

Here the authors focus mainly on the technical features that
entities must address when they develop, maintain and use
electronic record systems for clinical trials, providing the
example of a laptop-based e-CRF that the authors used for
data management in the DEMAND (delapril and manidip-
ine in Diabetes) trial.

Methods
While it is challenging to implement the technical features
presented above in a single application, several commercial
and open-source clinical research data management systems
have done so.14–19 The authors have developed a regulatory-
compliant system that has a somewhat typical architecture,
with specific components as described below.

An efficient approach employs several components, each
with specific tasks, working jointly as a whole e-CRF. The
typical architecture of a client-server system, presented in
Fig 1A consists of an operating system (OS), a relational
database management system (DBMS) for clinical data stor-
age, and a graphic user interface (GUI), namely the e-CRF
application. As shown in Fig 1B they may reside on different
hosts in a network, but in a scenario for stand-alone laptops
they must reside on the same computer. The components
presented in Fig 1 are universal, i.e., the OS can be any one,
the DBMS can be any of the relational database servers, and
the GUI can be implemented in many ways.

The authors addressed user authorization carefully in the
DEMAND trial e-CRF. All operators signed a statement
certifying that their electronic signature, defined by a private

F i g u r e 1. (A) All-purpose client-server architecture for
e-CRFs: a relational DBMS provides clinical data storage; the
client (GUI) can communicate with the DB either locally or
through the network. (B) DBMS and GUI can reside on the

same OS (stand-alone) or on different OS (networked).
pair of username and password, had the same legal signif-
icance as their traditional handwritten signature. To ensure
that operators had the right to perform certain actions, a
privilege system was implemented by defining user roles
(clinical investigators, clinical monitors, and system admin-
istrators) and secured log-in at both the OS and GUI levels.
As recommended by point D18 (see Table 1), the current
user, database accessed, date, and time are always high-
lighted on the GUI status bar. The application is stopped
automatically after 10 minutes of user inactivity.

The authors implemented the audit trail of the e-CRF using
the enterprise features of the DBMS. The back-end database
included tables for clinical data and supporting tables for
user management and audit trail. Database triggers were
implemented for auditing any inserted, updated or deleted
data. Every event is stored in the audit table together with
the timestamp, the user ID of the person doing the opera-
tion, the old and new values of the changed field.

The attributability of information was ensured at the levels
of DBMS and GUI. The authors designed the clinical tables
according to the study flow chart, setting the screening
number as the principal identifier of subjects. Queries com-
bined with stored procedures, implemented also at the GUI
level, allow easy browsing of clinical information and very
fast retrieval of individual data by visit (see Fig 2). The
authors set up the data validation at the level of GUI.
Specific checks were implemented to guarantee validity of
data as per study protocol (existence of date of birth, sex,
and informed consent at the time of new patient insert,
inclusion and exclusion criteria, randomization), warnings
for values outside the normal range, and calculated fields.

The system integrity was maintained by the system admin-
istrator. All database instances were scheduled for daily
backup and additional backups were done on the server and
on securely maintained external devices. Antivirus protec-
tion software was installed on all computers and on the
network firewall.

It took approximately the equivalent of one developer
working six months full time for system development. The
e-CRF was designed for academic research only. There is no
patent pending and no financial conflict of interest between
the work of the authors and the implementation of this
computerized system.

Example
The DEMAND Trial. DEMAND was a prospective, random-
ized, double-blind, parallel-group trial aimed at preventing
the onset of nephropathy in hypertensive, type 2 diabetic
patients. The trial was coordinated by the Mario Negri
Institute (MNI), Bergamo, Italy, in cooperation with seven
diabetes outpatient clinics. As these were all located near
Bergamo city, the authors decided to adopt an e-CRF based
on laptop computers, one for each center. Recorded clinical
information included baseline demographics and medical
history, and follow-up blood and urine tests, concomitant
medication, diseases, and adverse events.

Study Management. Investigators were physicians autho-
rized and trained to use the e-CRF at the MNI. Each
investigator was provided with a laptop. Monitoring and

study drug management was also done by MNI staff autho-



the fo

Journal of the American Medical Informatics Association Volume 16 Number 3 May / June 2009 407
rized to use the e-CRF on the laptops. The hardware for the
DEMAND trial comprised eight laptops, two desktop PCs,
and one dedicated server. The system included a Win-
dows® 2000 Server with Windows® XP Professional
clients. For clinical data storage the authors used MaxDB,
a powerful enterprise database server developed by SAP
(SAP AG, Walldorf, Germany). Despite being an enterprise-
class DBMS, MaxDB is not restricted to server-based situa-
tions, but can be used as a desktop or laptop DBMS as
well.10 This means laptop computers can work either in
stand-alone or network mode. To develop the GUI the
authors used Visual Basic integrated development environ-
ment and ADO (Activex data objects) for database program-
ming. The GUI was designed as a multiple document
interface (MDI) model, with a fixed subject ID list on the left
and floating child windows as data entry forms.

A representative screenshot of the GUI is presented in Fig 2.
The main features of the e-CRF include automatic genera-
tion of sequential screening numbers, clinical data capture,
fast browsing of stored information, standardized coding of
diseases, medications and adverse events.11,12

Trial Database Status. Patient recruitment for the DEMAND

F i g u r e 2. A representative screenshot of the GUI: master-
data for the current visit in the top part of the form. In the bo
between visits is possible using the arrows at the bottom of
study was completed between September 2002 and November
2005. To export all the clinical data of the DEMAND trial,
databases from single laptops were first copied onto the
domain server. Then, clinical tables were exported as text files
with a python13 script designed to append data in unified
datasets. The characteristics of the trial database are pre-
sented in Table 2. Nine hundred nine Caucasian patients
with type 2 diabetes were screened, and 492 were enrolled
into the study. Of these, 380 (77%) were randomized to the
study treatments. Clinical investigators made 6,745 visits,

form for laboratory data entry. The user can enter or modify
part there is a grid summarizing all other visits. Navigation
rm or by clicking on the grid rows.

Table 2 y Status of the DEMAND Trial Database
Number of patients in database 909
Number of patients enrolled 492
Number of visits 6,745
Mean visits per patient 14
Number of patients randomized 380
Number of tables—clinical data 28
Mean number of fields per table—clinical data 21
Number of clinical data records 53,378
Number of tables—other data 2
Total records—other data 157,028
Total size of the database* 550 Mbytes
detail
ttom
*For 8 MaxDB instances, one for each participating center.
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corresponding to an average of 14 per subject. The database
consisted of 28 tables for clinical information, for a total of
53,378 records and two supporting tables for user role
administration and the audit trail, which had 157,028
records. With this amount of data the database took up 550
megabytes of physical disk space.

Discussion
Since agency acceptance of data from electronic trials for
decision purposes depends on the ability to verify the
quality of the data, computerized systems must follow
regulatory recommendations. Our in-house developed e-
CRF is an example of implementation of the technical
requirements recommended by the FDA8 for computerized
systems for clinical trials.

Although it was tailored for the DEMAND trial, the e-CRF
in our example could be easily applied in general to ran-
domized clinical trials, or the regulatory compliance princi-
ples ported to other existing systems, preserving the system
architecture presented in Fig 1. Since part of the collected
data (i.e., demographics, medical history, adverse events)
are common to many clinical studies, some software mod-
ules are re-usable, while for trial specific data (inclusion
criteria, blood tests, drug supply, etc) writing new code for
DB tables and GUI would be necessary. Based on experience
to date, the authors estimate that setting up a new e-CRF
will require one person to work full time for 1 month.

The authorization, attributability, and audit trail features at
OS or DBMS level resulted in a fast and reliable e-CRF.
Generating screening numbers based on DBMS sequences
and data validation rules implemented at the GUI level
guaranteed high quality of clinical data. The system proved
very flexible for clinical data handling, either for DEMAND
trial investigators or monitoring staff.

Internet-based trials have gained popularity due to their
ability to cover world-wide, multisite projects. Researchers
may choose from several commercial solutions from big
data warehouse vendors,14,15,16 or may prefer an open-
source Web-based solution, like OpenClinica,17 DADOS18

and REDcap.19 Our e-CRF is not currently available on an
open-source basis but those interested in more detail regard-
ing implementation of the system may contact the authors.
Even if the implementation platform is different (e.g., lap-
top-based or Internet-based), it is interesting to see how our
e-CRF compares with these other systems. For example, the
client-server architecture proposed in Fig 1 appears valid for
these systems, even if the server is a web server and uses an
Internet browser as GUI. The implementation of the audit
trail in OpenClinica17 is similar to ours, being based mainly
on database-level triggers. Our e-CRF has several advan-
tages of a client-server system that can work either in
stand-alone or network mode: data are always available,
client GUI browse data quickly, and built-in OS features for
user and software management can be used. By contrast, our
system does not allow for the easy implementation of new
trials, cannot be used for remote data entry and requires

heavier maintenance than a web-based system. Some inter-
esting features that the system lacks, like data encryption
and integration with other medical record systems, might be
implemented in future developments.

Along with common features like EDC, data validation, user
management, audit trail and data export that are common to
all types of e-CRF, our approach demonstrates the harmo-
nization of these components, from the OS to the DBMS and
the GUI, to form a single e-CRF that implements the
regulatory features required for computerized systems used
in clinical investigations. The results further support the use
of information technology in this strategic area of drug
research and development.
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